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[bookmark: _Toc228155518][bookmark: _Toc229232790]Abstract

This IVA lab represents an effort to implement a multi-platform system management solution across a heterogeneous network environment. It operates using Microsoft® System Center Operations Manager to administer Sun Solaris 10 platforms running applications such as Oracle DataBase 10g and Oracle Application Express, as well as interoperating with other system management solutions such as IBM Tivoli and HP Openview.
 (
This lab was initiated in response to the feedback provided by the 
Interoperability Executive Customer 
Council
 (
IEC
 Council). In particular, 
IEC
 
C
ouncil
 member NATO commented the outcome of this lab: 
 
“NATO employs a diverse set of hardware and software and has to work with vendors that are committed to work on interoperability, said 
Detlef
 
Janezic
, NATO CIS Services Agency (NCSA) when participating in the Interoperability Executive Council sessions in 2008.
 NCSA mentioned on behalf of NATO some of the interoperability challenges experienced between Microsoft System Center and HP 
OpenView
 product lines. Based on these concerns, Microsoft engaged in an initiative geared to resolve the stated interoperability challenges. This solution was presented to NATO on 24 Mar 2009. The initial assessment of NCSA and the NATO C3 Agency (NC3A) on the chosen approach and its implementation is that the presented solution shows great potential. The two NATO agencies very much appreciate these Microsoft efforts and intend to implement & test the provided solution in its IT environment as soon as possible.”
)
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[bookmark: _Toc201634973][bookmark: _Toc228155519][bookmark: _Toc229232791]Introduction: interoperability scenario
With the increasing complexity of  various corporate, governmental, and military systems and networks in use throughout the world, the necessities of managing remote systems and applications across a heterogeneous environment represents a significant challenge to the IT field. In an attempt to address these challenges, and to increase interoperability within these large distributed networks, the IVA created this lab to demonstrate the interoperability of Microsoft System Center Operations Manager 2007 with dissimilar platforms, such as Solaris10 and Windows Server 2003, and applications such as Oracle Database 10g, Oracle application Suite, as well as with other system management applications such as IBM Tivoli, and HP Openview. 

The success of this lab relies on components native to Microsoft Operations Manager as well as other IVA members such as Xandros.


[bookmark: _Toc229232771]Figure 1. Lab environment overview
Components used during the lab:
	[bookmark: _Toc228155522]System Management Components
	[bookmark: _Toc228155521]Operating systems and applications

	Microsoft Operation Manager
Microsoft System Center Operations Manager 2007 Cross Platform Extensions
IBM Tivoli
Tivoli enterprise Console 3.0
Tivoli Framework 4.1.1
HP Openview
OVO for Windows 8.1
Xandros Bridgeways
BridgeWays Management Packs Beta 3

	Sun Solaris 10

Microsoft Windows Server

Oracle Database 10g

Oracle Application Express

Apache Web Server


[bookmark: _Toc201634974]

[bookmark: _Toc228155523][bookmark: _Toc229232792]Lab Scenarios
This IVA lab consists of two separate scenarios.The first scenario addresses the management of Sun Solaris systems and their associated Oracle and Apache applications with Microsoft System Center Operations Manager (or MOM, short for Microsoft Operations Manager, as we refer to it) using the cross platform extension pack and the BridgeWays Management Packs.
The second scenario explores the interoperability between MOM and with remote servers hosting the IBM Tivoli and HP Openview system management suites. 
The goal of this lab is to demonstrate how you can achieve the following functionality:
Using Microsoft System Center Operations Manager to monitor performance and availability of Microsoft and non-Microsoft platforms and applications such as: Windows Server 2003, Sun Solaris 10, Oracle Database, Oracle Application Express, Apache Web Server
Using Microsoft System Center Operations Manager to report performance and availability data to IBM Tivoli and HP OpenView management consoles
Improve the monitoring of SLA’s by providing a single point of access for Hardware, OS, and application level monitoring, System troubleshooting, Failure analysis, Disc, Network, Memory, and CPU Metrics, and Application status and availability
This lab centers on the capability of Microsoft System Center Operations Manager to manage remote systems and applications, and to then aggregate data from that management to other system management applications. To accomplish this requires interoperability at both the hardware and operating system level as well as at the application level. 
System Center Operations Manager interoperability is based on three main components:
Interoperability Connectors
These are used to connect to other operations management applications. In the lab we used the connectors for HP Operations Manager for Windows 8.1 and IBM Tivoli Enterprise Console.
Management Packs:
There are a wide range of management packs available as add-ins from Microsoft, for non-Microsoft platforms. In this instance we are using the Linux/UNIX   (HPUX, AIX, Solaris) packs to enable interoperability at the hardware and OS levels of the Solaris machines in the lab. 
Xandros Bridgeways:
The Xandros Bridgways used in this lab handle interoperability at the application level between MOM and the applications running on the Solaris machines.


[bookmark: _Toc228155524][bookmark: _Toc229232793]Lab environment
The lab environment used here consists of several virtual machines running in a Windows Server 2008+Hyper-V environment. 
These virtual machines include Solaris 10 machines hosting the Oracle database and Oracle Application Express, Apache Web server, Windows Server 2003 machines for MOM, IBM Tivoli, and HP OVO, as well as a Windows Server 2008 machine to act as a Domain Controller. 
The virtualization of this lab environment does not reflect a need or limitation of the lab, so much as an easier way for us to deploy the lab environment.

[bookmark: _Toc229232772]Figure 2. System Management Lab Overview


[bookmark: _Toc228155525][bookmark: _Toc229232794]Scenario 1: Managing Heterogeneous Environment
[bookmark: _Toc228155526][bookmark: _Toc229232795]Functionalities
The first scenario implements the management of heterogeneous environments including Oracle DataBase 10g, Oracle Application Express, and an Apache Web Server running on Solaris 10. Microsoft System Center Operations Manager 2007 (MOM) installed on Windows Server 2003, monitors the performance and availability of the remote applications, as well as providing detailed troubleshooting and root cause analysis capabilities. 

[bookmark: _Toc229232773]Figure 3. Heterogeneous environment management scenario with MOM and Oracle/Apache/Solaris
[bookmark: _Toc228155527][bookmark: _Toc229232796]Scenario details
Interoperability between MOM and the Solaris operating system is based on the Operations Management Pack for UNIX/LINUX to enable hardware and OS management level access, and Xandros Bridgeways to enable management at the application level.  The Operations Management Pack is a component of Microsoft Operations Manager that is available as a no-charge add-in and must be downloaded and installed separately from MOM. The Linux/Unix Management Pack enables support for the Solaris operating system and hardware, including CPU usage, disk usage, and network adapter state. 

[bookmark: _Toc229232774]Figure 4. MOM management console showing status of the Solaris server
The Xandros Bridgeways connector enables the monitoring of health and status of applications running on the Solaris machines. In the lab, we use the Apache HTTP Server management pack and the Oracle Database Server management packs. We then can monitor attributes like the disk capacity of the Oracle database machine, health of the Apache Server and PHP: 

[bookmark: _Toc229232775]Figure 5. MOM showing health of Apache/PHP server


MOM can be configured to trigger an alert any time the Apache Web Server goes offline, or to simply log the ongoing system load, status, or condition. It can also trigger an alert when the disc capacity reaches a specified point: 

[bookmark: _Toc229232776]Figure 6. MOM displaying an alert related to the Oracle database
When an alert is triggered, MOM allows administrators to explore the root cause and offers guidance toward the resolution of the problem:

[bookmark: _Toc229232777]Figure 7. Exploring the cause of alert and looking for resolution guidance


[bookmark: _Toc228155528][bookmark: _Toc229232797]Scenario 2: Heterogeneous Management Consoles
[bookmark: _Toc229232798]Functionalities
The second scenario to be addressed represents efforts to interoperate between Microsoft System Center Operations Manager 2007 and other management suites, in order to propagate data to the IBM Tivoli and HP Openview management solutions. This scenario addresses the need for interoperability between multiple management suites in order to aggregate the system and application status being managed by MOM. In the lab scenario, Microsoft System Center generates the alerts to IBM Tivoli and HP Openview; the state of those alerts is bi-directional. Either MOM or the receiving system management application can alter the state of the alert, and it will propagate to all of the systems that received the alert.

[bookmark: _Toc229232778]Figure 8. Alert Propagation between MOM and OpenView/Tivoli
[bookmark: _Toc228155529][bookmark: _Toc229232799]Scenario details
The primary functionality in this implementation is interoperable access to the metrics and usage statistics generated by the various system management applications, as well as aggregating any system alerts generated by MOM. This enables a single point of access for remote system management applications for monitoring the systems being managed by MOM to ensure SLA compliance, as well as server load and capacity statistics. 
Regardless of the system being monitored, alerts generated by MOM can be propagated to Tivoli or Openview via the appropriate connectors. Determining which alerts are propagated can be done either manually, or automatically, through a subscription based system. A subscription can be defined so that all of a predefined subset of alerts are forwarded to another application such as HP OpenView or IBM Tivoli.  This results in all of the alerts meeting the criteria in the subscription being forwarded to the remote system via an automatic workflow. As an example, if the Apache Web Service being monitored by MOM were to go offline and trigger an alert, that alert could be sent on to IBM Tivoli or HP Openview.
[bookmark: _Toc228155530]Manually forwarding Alerts to HP Openview
The first test for this scenario was to manually forward alerts to OpenView using the OpsManager console. This is not a typical scenario but we used it because we wanted to be able to control which connector the alerts were sent to. When an alert is automatically forwarded, it can only be sent to either Openview or Tivoli, not both.

[bookmark: _Toc229232779]Figure 9. Using the Operations Manager console we forwarded the alerts to HP OpenView

[bookmark: _Toc229232780]Figure 10. The alert list is updated with the status, and the alerts have been forwarded but an acknowledgement has not been sent yet from OpenView

[bookmark: _Toc229232781]Figure 11. Acknowledgement from HP OpenView has been received and the TicketID field updated

[bookmark: _Toc229232782]Figure 12. In the OpenView console we can see the alerts sent by Operations Manager


[bookmark: _Toc229232783]Figure 13. The properties of the Alerts in Openview are populated based on the mapping defined when the connector was installed.
[bookmark: _Toc228155531]Automatically forwarding Alerts to Tivoli
To demonstrate the automatic forwarding of Alerts, we are using Tivoli; however automatic forwarding works in OpenView as well.

[bookmark: _Toc229232784]Figure 14. The same Alerts that were manually forwarded to OpenView, are forwarded to IBM Tivoli.

[bookmark: _Toc229232785]Figure 15. The Alert status is updated when notification is received from Tivoli.

[bookmark: _Toc229232786]Figure 16. The alerts, available in the Tivoli Event Viewer.


[bookmark: _Toc228155532]Bi-directional synchronization
The alerts generated by MOM and sent to the other management suites support bi-directional state management. This means that any changes made to the status of an alert by any of the management applications receiving it automatically propagate to the other machines that have received that particular alert.  Any changes made to the state of the Alert by OpenView/Tivoli, for example, would automatically propagate back to MOM and vice versa. Note that this only affects the state of the Alert, not changes/alterations of the Alert itself.

[bookmark: _Toc229232787]Figure 17. An Alert is closed on HP/Tivoli results in the change propagating to Ops Manager

[bookmark: _Toc229232788]Figure 18. An Alert is closed in MOM results in that change propagating to IBM/HP

[bookmark: _Toc228155533][bookmark: _Toc229232800]Lab Installation and configuration
Microsoft Operations Manager is able to monitor the health of systems running non Microsoft operating systems. In this case we will be using the Linux/Unix Management Pack to enable support for the Solaris operating system. We also use the Xandros Bridgeways connector to enable support for applications running on the Solaris machines.
[bookmark: _Toc228155534][bookmark: _Toc229232801]Microsoft System Center Operations Manager 2007 Cross Platform Extensions Installation

Microsoft Operations Manager is able to monitor the health of systems running non Microsoft operating systems. In this case we will be using the Linux/Unix Management Pack to enable support for the Solaris operating system.

From the management pack list, we select Import Management Pack


Out of the box, MOM supports several Linux distributions and UNIX flavors

The next step is to start the Discovery Wizard to find, configure and connect to the remote machines
[image: ]

In the wizard we specify the IP address (for instance) of the machine we want to connect to with the credentials of the user that will be used to perform the initial configuration	[image: ]
[image: ]
After one or more machines are added to the list, we can start the discovery process
In this case one machine was found (running SUN Solaris), the discovery wizard also tells us that we need to install the agent so the machine can be monitored by operations Manager	
MOM starts the installation of the Agent on the Solaris machine.
[image: ]
After the agent installation is completed, the machine is added to the monitoring console.
Initially the status is “Not Monitored” but it is changed to monitored as soon as the agent starts sending system health information.	
The monitoring console shows the type of basic OS metrics that can be collected: Network Adapter state, Disk, CPU and so on
[image: ]


[bookmark: _Toc228155535][bookmark: _Toc229232802]Installing the BridgeWays Management Packs

Microsoft Operations Manager is able to monitor the health of applications running on non Microsoft operating systems, using the Xandros Bridgeways Management Packs, a connector that enables support for applications running on the Solaris machines.

The installation steps start on the Solaris server where an administrator needs to install the following packages:
Install XSMPcommon-sparc.pkg
Install XSMeview-sparc.pkg
Install XBWMBLib-1.0-3-sparc.pkg
Install Xboostrt-sparc.pkg
Install XSMPapache-sparc.pkg
Import the BridgeWays.Apache.HTTPServer.mp into System Center OperationsManager 2007
The next steps are performed on MOM:
Adding a management pack (Apache on this screenshot):
[image: C:\Users\jccim\Desktop\Temps\screencap\screencap\1.jpg]
Repeat that operation for all management pack. 
When the importing of the packs is completed, the new Management Packs appear in the list:

[image: C:\Users\jccim\Desktop\Temps\screencap\screencap\2.JPG]
Next, you just need to configure which elements you want to monitor and set the alerts, choosing from the list of available attributes:
[image: ]



[bookmark: _Toc228155536][bookmark: _Toc229232803]Configuration of HP OpenView Operations Connector
The first step is to install and configure the connector for HP OpenView from within MOM. 

The basic configuration consists of specifying the machine where OpenView runs, what account to use to login, and other parameters such as polling interval and so on.



The next step is to map the properties from Operations Manager to OpenView’s internal messaging structure. The connector UI provides an easy way to map these properties and/or specify predefined values for them.




[bookmark: _Toc228155537][bookmark: _Toc229232804]Configuration of IBM Tivoli Enterprise Console Connector
For IBM Tivoli Enterprise Console Connector the configuration is similar, with basic configuration settings



Tivoli allows the administrator to extend the schema and add an arbitrary number of properties. So in the UI the user simply needs to select which properties should be forwarded to Tivoli when a new message is sent.




[bookmark: _Toc228155538][bookmark: _Toc229232805]How to setup a subscription
For auto-forwarding of Alerts, a subscription can be defined so that all of a predefined subset of alerts can be forwarded to another application such as HP OpenView or IBM Tivoli
In the Ops Manager console, by selecting a connector (in this case HP OpenView) it is possible to create a subscription





The user can specify which event groups should be forwarded



And which events


Once the subscription is created, all alerts meeting the criteria defined will be forwarded to the remote system, creating an automatic workflow (as we saw before any update to the alert on the remote system will be automatically propagated to the Ops Manager console)



[bookmark: _Toc228155539][bookmark: _Toc229232806]Summary
These two scenarios show how to create a solution that enables a single Microsoft System Center Operations Manager to manage a heterogeneous environment including Solaris systems, Oracle software and an Apache Web server, while aggregating data to other management suites (IBM Tivoli & HP Openview).
This lab demonstrates the potential benefits of interoperability from integrating system management activities to enable management of multiple remote systems and applications in a heterogeneous environment. Dissimilar platforms and applications are not necessarily a limiting factor in the ongoing efforts to streamline system and service management tasks, as well as enabling greater control of mixed IT environments. In spite of the perceived difficulties of managing a heterogeneous environment, it is possible to integrate system management activities of multiple remote services and applications into a single view. This interoperability results in several potential benefits:
Allows for the consolidation of IT resources
Enables remote system and application management in distributed and local network environments
Enables performance and status logging of heterogeneous remote systems and applications
Provides a single point of access for reports and logs for heterogeneous system management solutions, simplifying troubleshooting and support efforts



[bookmark: _Toc194321027][bookmark: _Toc201634981][bookmark: _Toc228155541][bookmark: _Toc229232807]Appendix: The Interop Vendor Alliance
The Interop Vendor Alliance (IVA) is a cross-industry group of global software and hardware vendors that share the common goal of making mixed technologies work better together for their customers. When people work together, the solutions they design are more likely to work together as well. The IVA provides a venue for its members to share customer feedback and to tackle common interoperability challenges. Through member meetings, hands-on labs, and online forums, IVA members work together to solve common interoperability challenges while improving the effectiveness of their own solutions. Scenarios addressed by the IVA include system management, virtualization, identity management, data integration, storage management, interoperability of developer tools, in addition to portal integration. 
The IVA supports:
Vendor collaboration to foster interoperability
Scenario-based testing for interoperability
Communicating with customers about interoperability solutions
[bookmark: _Toc194321028]

[bookmark: _Toc201634982][bookmark: _Toc228155542][bookmark: _Toc229232808]Related Links

For more information visit: 
http://interopvendoralliance.org/
IBM Tivoli
Microsoft Windows Server 2003
Oracle Database 10g
Oracle Application Express
HP Openview
Sun Solaris 10
White Paper: Managing Your Unix/Linux Systems with Operations Manager 2007 Cross Platform Extensions
Xandros Connectors
Interoperability Executive Customer Council (IEC Council)
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