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Abstract

This IVA lab represents an effeotimplement a multiplatform system management solution across a
heterogeneous network environment. It operates using Micros&g®tem CenteDperations Manager
to administerSunSolarislO platformsrunning applications such as Oracle DataBaseahd@racle
Application Expresas well as interoperating with other system management solutions sutiBNas
Tivoli and HP Openview.

This lab was initiated in response to the feedback provided bintemperability
Executive Customé&ounci{l[ECCounci). In particular]JECCouncilmember NATO
commented the outcome of this lab:
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vendors that are committed to work on interoperability, said Detlef Janezic, N/
CIS Services Agen¢NCSA) when participating in the Interoperability Execut
Council sessions in 2008. NCSA mentioned on behalf of NATO some
interoperability challenges experienced between Microsoft System Center anc
OpenView product lines. Based on these consedicrosoft engaged in an initiative
geared to resolve the stated interoperability challenges. This solution was prese
to NATO on 24 Mar 2009. The initial assessment of NCSA and the NATO C3
(NC3A) on the chosen approach and its implementatien that the presentec
solution shows great potential. The two NATO agencies very much appreciate t
Microsoft efforts and intend to implement & test the provided solution in its
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Introduction : interoperability scenario

With the increasing complexity of various corporate, governmental, and military systems and networks
in use throughout the world, the necessitieEmanaging remote systems and applications across a
heterogeneous environment represents a significant challenge to the IT field. In an attempt to address
these challenges, and to increase interoperability within these large distributed networks, the IVA
created this lab to demonstrate the interoperability of Microsoft System Center Operations Manager
2007 with dissimilar platforms, such as Solaris10 and Windows Server 2003, and applications such as
Oracle Database 10g, Oradlgplication Suiteas well @ with other system management applications

such adBM Tivoli, and HP Openview.

The success of this labiedon components native to Microsoft Operations Manager as welthesr
IVA membersuch as Xandros

Oracle
Application s

Express Windows Server 2003
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Oracle Microsoft System
Datab 10 Center Operations "~
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Windows Server 2003

Figurel. Labenvironmentoverview

Components used during the lab:

System Management Components Operating systems and applications
Microsoft Operation Manager Sun Solaris 10
0 Microsoft System Center Operations Manage
2007 Cross Platform Extensions 9 Microsoft Windows Server

1 IBM Tivoli
o Tivoli enterprise Console 3.0
o Tivoli Framework 4.1

1 HP Openview

1  Oracle Database 10g

o OVO for Windows 8.1 1 Oracle Application Express
Y Xandros Bridgeways
o0 BridgeWays Management Packs B&ta 1 Apache Web Server



http://www.microsoft.com/systemcenter/operationsmanager/en/us/overview.aspx
http://technet.microsoft.com/en-us/opsmgr/cc677004.aspx
http://technet.microsoft.com/en-us/opsmgr/cc677004.aspx
http://www-01.ibm.com/software/tivoli/
http://welcome.hp.com/country/us/en/prodserv/software.html
http://www.bridgeways.ca/
http://www.sun.com/software/solaris/
http://www.microsoft.com/windowsserver2003/default.mspx
http://www.oracle.com/technology/products/database/oracle10g/index.html
http://www.oracle.com/technology/products/database/application_express/index.html
http://httpd.apache.org/
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Lab Scenarios

This IVA lab consists of two separate scendfius first scenario addresses the managemer8urf
Solaris systems anteir associatedracleand Apachepplicationswith Microsoft System Center
Operations Manager (or MOM, short for Microsoft Operations Manager, as we refer to it) using the
cross platform extension pack and tBedgeWays ManageméRacks

Thesecond scenario explores the interoperabiligtween MOM andvith remote servers hosting the
IBM Tivoli and HP Openview system management suites.

The goal of this lab is @emonstrate how you can achietiee following functionality:

1 UsingMicrosoft System Center Operations Manager tmitor performance and availability of
Microsoft and norMicrosoft platforms and applications such &¢indows Server 200$un
Solaris 100Oracle DatabaseéOracle Application Expregspache Web Server

9 Using Mcrosoft System Center Operations Manaigereport performance and availability data
to IBM TivolandHP OpenViewnanagement consoles

1 Improvethe monitoring ofSLAR By providing a single point of accessftardware, OS, and
application level monitoringsystem troubleshootindgrailure analysiDisc, Network, Memory,
and CPU Metricand Application status and availability

This lab centers on theapability ofMicrosoft System Center Operations Manager to manage remote
systems and applications, andtiten aggregate datfrom that management to other system
management applications. To accomplish this requires interoperability at both the hardware and
operating systentevel as well as at the application level.

System Center Operations Manager interopeligbis based onkiree main components:

1 Interoperability Connectors

0 These are used to connect to other operations management applications. In the lab we
used the connectors fddP Operations Manager for Windows &id IBMTivoli
Enterprise Console

1 Managment Packs:

0 There are a wide range of management paakailableas addinsfrom Microsoft,for
non-Microsoft plaforms. In this instance we are using thénuXUNIX (HPUX, AlX,
Solarispacks to enable interoperabilitgt the hardware and OS levels of t8elaris
machinesn the lab.

9 Xandros Bridgeways

0 The Xandros Bridgways used in this lab handle interoperability at the application level

between MOM and the applications running on the Solar&chines



tero
Lab environment

The lab environment used here consists of several virtual machines running in a Windows Server
2008+HypeiV environment.

These virtual machines include Solaris 10 machines hosting the Oracle datab&meedApplication
ExpressApache Welserver Windows Server 2003 machines for MOM, IBM Tivoli, and HP OVO, as well
as a Windows Server 2008 machine to act as a Domain Controller.

The virtualization of this lab environment does not reflect a need or limitation of the lab, so much as an
easierway for us to deploy the lab environment.

Oracle

Application —
Express Windows Server 2003

Xa'ndros
Apache Web piideeways
Server

Oracle Database Connector for
10g 4 HP OpenView

Microsoft System
Center Operations  p|
Manager 2007

';ir: g,mntsent onnector for IBM Tivoli
packﬂg)r Windows Server 2003 = JEIEIGIEEeN eIl

UNIX/LINUX

IBM Tivoli

Windows Server 2008 + Hyper-V Windows Server 2003

Figure2. System Management Lab Overview



Scenario 1. Managing Heterogeneous Environment

Functionalities

The first scenariamplementsthe managenent of heterogeneous environmesincluding Oracle
DataBase 1QdracleApplication Expresand an Apache Web Servemning onSolaris 10Microsoft
System Center Operations Manager 2@PIOM) installed on Windows Server 2Q08onitorsthe
performance and availability of the remote applicatsyas well aproviding detailed troubleshooting
and root cause analysis capabilities.

Oracle
Application
EXxpress

> i Solaris2:/u01/app/Apache/Apache/contittpd.conf. Apacheserver is not running
: :ﬁ FLOW_ IFreespace on this Orackablespaceés below the threshold.
o oracle@Solari2 (LGWRPGAnaximum memory threshold has been exceeded.

Apache Web

Server XandrosBridgeways

 Oracle Database —
10g

Operations Management Microsoft System
/ pack for UNIX/LINUX Center Operations
Manager 2007

> i Network Adapter state
———> W cpy usage
> :ﬁ Disk usage

Figure3. Heterogeneous environment management scenario with MOM and Oracle/Apache/Solaris

Windows Server 2003

Scenario details

Interoperability betveen MOM and the Solar@perating systenis based on the Operations
Management Pack for UNIX/LINUX to enable hardware anddd8gementevel access, and Xandros
Bridgeways to enablmanagementt the application levelThe Operations Management Pack is a
component of Microsoft Operations Managtat is available as a rcharge ad-in and must be
downloaded and installed separatdlpm MOM. The Linux/Unix Management Pack enaddepport for

the Solaris operating systeand hardware, including CPU usadisk usage, and network adapter state
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Figure4. MOM management console showing status of the Solaris server

The Xandros Bridgeways connector enaltlee montoring of health and status afpplications running

on the Solaris mdmnes.In the lab, we use the Apache HTTP Server management pack and the Oracle
Database Server management pscWe then camonitor attributes likethe disk capacity of the Oracle
database machindyealth of the Apache Server and PHP:

K System Center Operations Manager 2007 R2 - OpsMngr1 (T

File Edit Wew Go Actions Tools Help

I Q search ~ l i Scope }l 4 Actions | @) |

Monitoring PHP State (1)

= EE Bridge\Ways Apache HTTP Server ﬁ Q%Look for: I Find Mow  Clear
lﬂ Access Log State =
|4 Active Alerts State N | @| Path | Name
EJ;] Active Connection State Solaris-2.lan Solaris-2:fu01fappforacleforacle/product{10.2.0/db

2| Error Log State
2| Module State

| Task Status

22| web Server State
?| web Site State
22| Worker Process State =
=] [.% Performance

ﬁi_h] PHP Response Time

Figure5. MOM showing health of Apache/PHserver



MOM canbe configured tdrigger an alert any time the Apache Web Server goes offline, or to simply log
the ongoing system load, status, or conditidincan alsdrigger an alert whenhe disc capcity reachs

a specified point:

R System Center Operations Manager 2007 R2 - OpsMngr1
File Edit ‘View Go Actions Tools Help

i) { search ~ | ¥ Scope || ) Actions | @ |

Monitoring Instance State (3
QLookfor: I Find Now

] web Site State N
22| Worker Process State = -
[[d Performance State v | )| path | Name

Clear

= @ EridgeWays Oracle Database Server @ Critical Solaris-2.lan; Solaris-2 *
1—'3 Alert Log State & Critical Solaris-2.lan;Solaris-2 sales
|4 Database Server Alerts

@ Critical Solaris-2.lan; Solaris-2 orcl

|-j] Database Server State
22 Datafile State

@] Instance Dashboard
22| Instance State

27| Listener State

Figure6. MOM displaying an alert related to the Oracle database

When an alert is triggered, MOM allowdministratorsto explore the root cause and offers guidance
toward the resolutbn of the problem:

Figure?. Exploring the cause of alert and looking for resolution guidance



